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NMPOIrPAMMA NMPAKTUKUA
52.0.04(H) Npou3BoacTBeHHas NpakTUKa, Hay4HoO-UuccnegoBaresibcKas
paboTta

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM niaHoM

1. Kog 1 HaumeHoBaHMe HanpaBfeHUs NoAroTOBKU/cneunanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudmkauusa (cteneHb) BbinyCkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 Gu3Hec-npoLLeccos

6. CoctaButenu nporpammbi: CacdoHoB Butanun BnagummpoBuy, K.T.H., AOLEHT Kadeapsl

ERP-cucTtem 1 busHec-npoueccos

(®UNO, y4yeHasi cmeneHb, y4eHoe 38aHUE)

7. PekoMeHgoBaHa: Hay4yHO-MeToAMYECKMM COBETOM ddakyrnbTeTa NPUKNagHON MaTeMaTUKK,
nHdopMaTukm U Mmexanukm 15.06.2021 r., npotokosn Nel0
(HaumeHogaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YuebHbIn ron:_ 2025/2026 CemecTtp(bl): A




9.Lllenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KoMnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAENbHbIX
dbyHAaMeHTanbHbIX NPO6eM, CBA3aHHbIX C KOMMbIOTEPHOW 6E€30MaCHOCTbIO;

— yrnybrneHne n 3akpensieHne TeopeTUYECKUX 3HaHUK, MONyYeHHbIX CTyAeHTamu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUN, 3aKpennstoLwmnx Nosly4eHHble TeopeTuyeckue 3HaHus;

— pasBuTME Yy CTYOAEHTOB UHTEPECA K Hay4YHO-UccrneaoBaTtenbckon paboTte, NpuBuTnE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBedeHWe  uUccrnegoBaHWW,  HEMOCPeACTBEHHO  CBSA3@HHbIX € BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uccriegoBaTenbCKon paboTbl ABNSETCS npuobpeTeHune
onbiTa B MCCNEOOBaHUM aKTyarlbHOW Hay4yHOW npobnembl, a Takke noabop HeobXxoauMMbIX
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-MccneaoBaTENbCKOM NPAKTUKMA CTYAEHT JOJDKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOYHWKM MO  pa3pabaTbiBaemMon Teme C  Uenblo  Ux
NCNONb30BaHMA NPW BbINOSTHEHUW BbIMYCKHOM KBaNnukaumoHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBNSALWMUXCS BXOAHbIMU ANsi MPOBEAEHMS
Hay4YHOro UccrnenoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMM, MNPUMEHSIEMbIE B  HayYHbIX  UCCrefoBaHMSX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHMs K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctemartumaaumio n 0606LeHe nHpopMaLMn No TEMe UCCNEeAOBaHNN;

- CpaBHeHue pe3ynbTaToB MUCCrneaoBaHMs o6bekTa pa3paboTkum C OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOWN N NPaKTUYECKOWN 3HAYMMOCTM MPOBOAMMBIX UCCEea0BaHUN.

10. MecTo npaktukm B cTpyktype OOI: o6s3amesnbHas Yacmb b6r1oka 62.

Linkn (pasgen) OOIMM: B2 | koa aucumnnudel B YI: 52.6.02(H)

Ne | Koa | HaumeHoBaHue

[na ycnewHoro npoxoxaeHus y4ebHo NpakTukM oby4vatowmnecs UCronb3yT 3HaHUS, YMEHUsl, COOPMUPOBaHHbIE
B XOA€e U3y4YeHust QUCLMnnnH

1 b1.0.27 MeToabl onTMMmmsauum

2 | b1.0.35 OO BEKTHO-OPNEHTMPOBAHHOE NPOrpaMMUpoBaHme

3 | B1.0.36 BBegeHve B nporpaMMmnpoBaHune

4 | B1.0.37 MeToabl nporpaMmupoBaHus

5 | b1.0.40 Mogenun 6e30MacHOCTM KOMMBIOTEPHBIX CUCTEM

6 b1.0.42 OCHOBbI MOCTPOEHUS 3aLLMLLEHHBIX KOMMBbIOTEPHLIX CETEN

7 61.0.43 OCHOBbI MOCTPOEHUS 3aLMLLEHHbIX 6a3 AaHHbIX

8 | b1.0.44 3awuTta nporpamm 1 gaHHbIX

9 | Bb1.0.51 3awmTta nHpopmaLmm OT YyTEYKM N0 TEXHUYECKNM KaHanam
10 | 61.0.54.01 MeToabl anrebpanyeckon reomeTpum B Kpuntorpacpum

11 | 61.0.54.03 [MporpammMmHasg peanuaaumsi KpUNToanropuTMoB

12 | 61.0.54.05 CoBpeMeHHble NpobnemMbl MHOPMaLMOHHOM 6e30MacHOCTM
13 | B1.0.43.06 MeToabl pa3paboTku U aHann3a MmaTeMaTuyeckux Mogenen
14 | oTO.01 MeTofbl NOBbLILLEHNS CKPBITHOCTU Nepegadn MHGOPMaLUun B CUCTEMAX CBA3N




OvcumnnuHel W NpakTWkK, AOfs  KOTOPbIX OCBOEHME [daHHOW AucuuniuHbl  (Mogyns) Heobxogumo Kak
npeglwecTteyoLlee

15 | B2.0.03(MNA) [MpounsBoAcTBEHHAsA NpakTuKa, NpegannioMHas

16 | 62.0.05(1) [MponsBoAcTBEHHas NpakTuKa, MPOEKTHO-3KCNyaTaLnoHHas

17 | B3.01(0) lMoaroToBKa K Npoueaype 3auThl 1 3almTa BbliMYCKHON KBanMduKaumMoHHON paboTbl

18 | oTA.02 OdpeKTUBHbLIE TEOPETUKO-YNCITOBbIE anrOpUTMbI

11. Bua npaktuku, cnocob n chopma ee npoBeaeHus

Bua npakTukn: npoussodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactuyHo B chopme npaktndeckon nogrotoskm (IM1).

12. NMnaHnpyemble pe3ynbTaTbl 0Gy4YeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLMSAMU) U UHAUKATOPaMU UX OCTUXKEHUA:

Ko HasBaHue Koga(bl) WHamnkaTtop(bl) MnaHupyemble pesynbTatbl 06y4eHns
KoMneTeHunn

OrIK- CrniocobeH OlK-2.1.2 3HaeT TpeboBaHus | 3HaTb:

21 pa3pabambsieamb OCHOBHbIX CTaHAapTOB MO — TpeboBaHMS OCHOBHbIX CTaHOApPTOB MO  3awuTe
ansopummbl, 3aWmTe  KOMMbIOTEPHbIX | KOMMbIOTEPHBLIX CUCTEM U CETEN.
peanusynujue CUCTEM U ceTemn
Cco8peMEeHHbIe OrK-2.1.3 CnocobeH YmeTb:

MameMamu4veckue pa3pabaTbiBaThb, — paspabatbiBaTb, aHanuavpoBaTb M OOOCHOBbLIBATH
Memoos! 3awumsl aHanuanposaTtb M | agekBaTHOCTb MaTeMaTUYMECKMX  MOZEenen  npoLeccos,
UHgopmayuu o6ocHoBbIBaTHL BO3HMKaLWMX MNpU  (PYHKLUMOHUPOBAHWU  MPOrpamMMmHO-
afeKBaTHOCTb annapaTHbIX CpefCTB 3aluTbl MHopMaLmK.
MaTemMaTUYecKmx
mogaenen npoueccos, | BnageTb:
BO3HMKAOLLNX npu — HaBblkamu pa3paboTku 1 aHanusa maTemaTU4eckux
PyHKLIMOHMPOBaHNN Mogenen npoueccoB  MYHKLUMOHMPOBAHUM  NPOrpaMMHO-
nporpaMMHo-annapaTtHbiX | annapaTHbIX CPEACTB 3aLuUTbl MHOPMaLnK.
cpeacTs 3aWmThI
nHdopmauum

OrIK- CrnocobeH OrK-2.2.1 lMpumeHseT  OCHOBHble | 3HaTb:

2.2 paspabambigamb u NHCTPYMEHTbI — Kputepum addpekTnBHOCTM cucrtem 3aLUmThl
aHarnu3uposama MoAenupoBaHusa uHdopmaumm B oObekTax uHdpopmaTtusaumm Ha 6Hase
MamemMamuyecKue 3aLUULLEHHBIX KOMMbIOTEPHBIX CUCTEM;
molernu  MexaHu3Mos aBTOMaTU3NPOBAHHbIX — OCHOBHble  anropuTMbl  KOAMPOBaHWA  CXatua #©
3auumsi uHghopmayuu CUCTeM C uenbio aHannsa BOCCTaHOBMNEHUS MHopmaLmm

UX ysi3BUMOCTEN

OrK-2.2.2 3HaeT Kputepun | Ymetsb:
3(PEKTUBHOCTM  CUCTEM —  NpUMEHsITb OCHOBHbIE WNHCTPYMEHTbI
3aWuTLl MHOpPMaUMU B | mopenvpoBaHus 3alUnLLEHHbIX aBTOMaTU3NPOBAHHBIX
obbekTax CUCTEM C LieNbio aHanm3a ux ys3aBuMOoCTeN;
MHopmaTuaLmm Ha — NpoBOAUTbL  aHanu3 cpeacte U anroputMoB
Gaze KOMMBIOTEPHBIX | nporpaMMHOro CXaTusi AaHHbIX HAa NpeaMeT COOTBETCTBUSA
cnucrem TpeboBaHMsAM 3aLLMTbI MHOPMALUN.

OrK-2.2.3 3HaeTt OCHOBHblE
anropuTMbl KOAMPOBaHUA | BrniapeTb:
cxatus n —  OCHOBHbIMU VHCTPYMEHTammn MoAenvpoBaHusa
BOCCTaHOBNEHUA 3alUMLLEHHBIX aBTOMAaTU3UPOBAaHHbBIX CUCTEM C  LENbo
UHdopmMaumm aHanusa ux ysa3BumocTen;

OriK-2.2.4 Mposoaut aHanus — aHanusoMm cpeacTtB U anropuTMOB MPOrpamMMHOro
CpeacTs n anroputMOB | cxaTusi gaHHbIX Ha NpeaMeT COOTBETCTBUSI TpeboBaHWsIM
NpOrpaMMHOro  CXatusi | 3awmThl MHOPMALUK.

JaHHbIX  Ha  npegmeT
COOTBETCTBMSA
TpeboBaHusIM 3aWuThI

MHdopMauum




Of1K-
2.3

CriocobeH nposodumsb
cpasHUMenbHbIl
aHanus u
ocywecmernsimes
060CHOBaHHbIU  8b160p
npoz2pamMmMHbIX u
npozpamMmMHo-
annapamsbix cpedcme
3awumsl  UHgopmayuu
c ydyemom
pearnu3o8aHHbIX 8 HUX
Mamemamuyeckux
memodos

OriK-2.3.2

MpumeHseT
meToAbl
WHCTPYMEeHTarnbHoro
aHanusa cpeacTs
3awWwmThl MHOPMaLmmn

OCHOBHblE

OriK-2.3.3

MNposogut

3P eKTUBHOCTH
NporpaMMHbIX,
nporpaMMHo-annapaTHbIX
N TEXHUYECKUX CpeacTs,
noacuctem 3aLWmThl
MHpopmaLmmn

OLLEHKY

YmeTb:

— MPVMEHATb OCHOBHblE METOAblI MHCTPYMEHTaNbHOro
aHanusa CpeAcTB 3aluThl MHdOopMaLmK;,

—  NpoBOAWTbL OLEHKY 3PEKTUBHOCTU MPOrpamMMmHbIX,
nporpaMMHoO-annapaTHbIX M TEeXHWYECKUX  CPeacTs,
noACUCTEM 3aLLuTbl MHOpMaLmK.

Bnagetb:

— MeTo4aMM WHCTPYMEHTANbHOro aHanusa cpeacTs
3aLmMTbl MHOPMaLMK;

—  WHCTpyMeHTamu npoBeaeHns OLIEHKM
3(phEKTMBHOCTU NMPOrpamMMHbIX, NMPOrpaMMHO-annapaTHbIX U
TEXHUYECKMX CPEACTB, MOACUCTEM 3aLLUTLI MHChOpMaLIMK.

13. O6bemM npakTUKM B 3a4eTHbIX eanHULAX / aK. Yac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —
7/252.

Popma NpoOMeEXYTOHHOM aTTecTauumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb No Buagam y4ebHown paboTbl

TpygoemkocTb
Mo cemecTpam
Bua yuebHoii pabotbl Boero A
y., B hopme
M
Bcero yacos 252 252 203
B TOM 4uUCne:
KoHTakTHasa pabota (Bkntoyast HAC) 4 3
CamoctosaTensHasa pabota 248 248 200
UToro: 252 252 203
15. CopepxxaHue npaktuku (mnu HAP)
n/n O6bem yuebHon paboThl, 4
Pasgensl (aTanbl o KoHTakTHble | CamocTtoaT
A ( ) Buabl ydyebHon paboTbl
nNpakTUKn yachl enbHas
paboTta
1. OpeaHu3ayuoHHO- nposeaeHMe  cobpaHus MO OpraHusauuM  NpPaKTUKY;
rnodzomosumeribHbIU | YCTaHOBOYHLIN MHCTPYKTaX MO 3agadaM, cpokaM u Tpebyemon
sman OTYETHOCTM; MHCTPYKTaX MO TexHuke GesonacHocTu paboTbl;
copMynupoBka 3ajay Ans pelleHus B Xode NPaKTUKM; 1 24
noaroToBka [OKYMEHTOB, noaTBepPXKAarLLMX hakT
HampaBneHnss Ha MNpPaKkTUKy; MOnyYyeHue 3adaHus ot
PYKOBOAMTENS NPAKTUKU; MPOU3BOACTBEHHBIN MHCTPYKTAX.
2. HayuHo- 1) BbIOOp TeMbl uccreaoBaHUs; onpegeneHve npobnemsi,
uccnedosamernbckuli | oGbekTa U npegmeTa uccnefosaHusi; 2) dopmynupoBaHue
aman Lenu v 3agayv UccrnegoBaHusi (aHanu3 UCXOAHbIX AaHHbIX Ans
peLueHnst nocTaBneHHON 3apauv; nokanusauus
npobnemaTvku, obbekta M npeamMeTa uccnefoBaHusl); 3)
TeopeTuyeckUn aHanu3 nuTepatypbl U WUCCNefoBaHWW Mo
npobneme, noabop HeobXoAMMBIX MWCTOYHMKOB MO TeMme 1 100
(naTeHTHble MaTepuarnbl, Hay4yHble OT4YETbl, TEeXHW4Yeckas
OOKYMeHTauus wu Ap.); coctaeneHve Oubnuvorpacum; 4)
chopmMynupoBaHue paboyeit runoTesbl; Bbibop obopynoBaHUs
ONs pelleHust MocTaBneHHoW 3agaun; 5) paspaboTka
MaTemMaTU4eckoro, anropuTMUYECKOro WMU  NPOrpPamMMHOro
obecneyeHnss HeOOXOAMMOro ANsi PELUEHUs MNOCTaBIIEHHOWM
3a[a4v OCHOBbIBasiCb Ha Tesncax paboyei runoTessbl
3. | Oman ebinonHeHusi onpegenexHue npobnemel, obbekTa n npeameTa
uccriedogameribCKUX nccrnenoBaHus, dopmynmpoBaHue uenm 7 3agav 1 100
pabom o UCCrefoBaHWsl, TEOpeTWYECcKUN aHanus  nutepatypbl U




UHOUBUAYanbLHOMY uccnefoBaHuii no npobneme, nposefeHve o63opa u BbIGOP
nnaHy COBPEMEHHbIX MH(OPMALMOHHBLIX TEXHOMOMMI, CneLmanbHoro
nporpaMmmHoro obecneveHusi 1 060pygoBaHUA Ans peLleHus
MOCTaBMEHHON 3a4ayn Mo aHanu3y 3aluLEeHHOCTN obbekTa
nHcpopmaTM3aunm; NPoBEeAEHNE CaMOCTOATENbHOMO PeLLeHNs
CchOpMynMpPOBaHHOMW HayyHOM 3ajadv, WuccrnefoBaHun wu

3KCMepMMEHTOB
4. OgbopmneHue onucaHvne npogenaHHon paboTbl C CaMOOLIEHKOW pe3yrbTaToB
omuyéma rno umoeaam BbinonHeHnss  HWP;  cdopmynupoBaHne  BbIBOOOB U 1 60
rnpakmuku npeanoxeHui no opraHusaumm HAP.

16. MNepe4vyeHb y4yeOHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOGXoAMMBLIX Ans
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl ochopmrisiemcsi 8 coomeemcemeuu ¢ mpebogaHusIMuU
IOCT u ucrnionib3yemcs obwasi ckeo3Hasi Hymepauus 05151 cex aud08 UCMOYHUKO8)
a) OCHOBHaga nuTepaTtypa:
Ne n/n NcTouHuk

1 Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosanumn / M.®. Wknsap. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HosukoB A.M., HoeukoB [1.A. MeTogonorus Hay4yHoro uccnegosanusi. — M.: Jlnbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. lHdopmaumoHHas 6e3onacHOCTb U 3almTa
nHdopmauun. - M.: Akagemnsa, 2007. — 330 c.
OcHoBbI ynpaBneHus nHPopmMaLMoHHON 6e3onacHoCTbio: [y4ebHoe nocobne Ansa CTygeHTOB
BY30B, 00y4aroLmnxcs No HanpaBreHnsaM NOArOTOBKM (CNeunanbHOCTSM) YKPYMHEHHOM rpynnbl
cneumanbHocTen 090000 - "MHdpopm. 6e3onacHocTb"] / A.l. Kypuno [u gp.]. — 2-e naa., ncnp. —
Mockea: Nopsuas nuHns-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpockl ynpaBneHus
nHdopmaumoHHon 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, FO.M. NHdopmaumoHHas 6e3onacHoCTb 1 3awmta nHopmaumm: yyebHoe nocobure
Ansg cTya. o6yy. no cneumansHOCTU «MHOpMaUUOHHbIE CUCTEMBI Y TEXHONOMMWUY» OHEB. N 3a0M.
dopm 06y4deHus / KO.M. Kpakosckuin. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbIi Kypc) .— Bbubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
Onennuik IM. M. KopnopaTusHble MHpOpMaLMOHHbIE CUCTEMBI: Anst 6akanaBpoB ¥ CneunanucToB:
6. | yu4ebHuK onsa cTyq. By3oB, 00ydy. no Hanpasn. 080800 "MpuknagHas nHgopmMaTuka (no
obrnactam)" n gp. akoH. cneu. — CIM6.: MNutep, 2012. — 176 c.
docTtep, xenmc. 3awmra OT B3fioMa: COKEThI, akcnnonThl, shell-koa: / k. doctep, M. lMNpaic ;
nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

2.

£ (MHbopmaumoHHast 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1117>.
Ckyauc, 3. NMpoTmBocTOAHNE XakepaM. [owaroBoe pykoBOACTBO MO KOMMBIOTEPHbLIM aTtakam 1
8 appekTnBHON 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (3awmTta un

agMuHucTpupoBaHue) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112>.

ony6, Bnagumup AnekcaHgposud. 3awmta oT Bpe4oHOCHOrO NPorpaMMHOro obecneyeHuns:

9. | yuebHoe nocobue ansa Bysos / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN BI'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
XoBapga, Mavikn. 19 cMepTHbIX rpexoB, yrpoxatLmx 6esonacHocTn nporpamm. Kak He gonyctutb
TUNNYHLIX ownbok/ M. Xosapa, [. Nle6nank, [x. Buera; asT. npeavicn. A. MopaH. — Mocksa:
10. | MK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues O.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue u 3awuTa /
0.B. 3anues. — CI16.;: BXB-lNeTtepbypr, 2006. - 304 c.

12. | MpockypuH B. I'. 3awmTa nporpamm un aaHHbIX - M.: Akagemus, 2011. — 198 c.

YnpaBrneHve BHeApeHMEM MHOPMAaLMOHHBIX CUCTEM: KypC nekuuii: y4eb. nocobre ans
CTYLEHTOB BY30B, 00y4atoLLMXCcs No cneumnanbHOCTsIM B 06nacTi uHgopm. TexHonorui / B.A.

11.

13 pekyn, . H. Oennwenko, H.J1. KopoBknHa. — M.: IHTepHeT-YH-T uHdopM. TexHonorui, 2008.
[OnekTpoHHbI pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 HOpuH W.1O. TeopeTnyeckue n npakTU4eckme oCHOBbI 3aLuTbl MHGopmauumn. 2012,

http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHas nuTeparypa:
| Nen/n | McTouHmk



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
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16.
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.. AHgpees, B.B. bapsuHeHko, B.C. Bepba. — Mocksa: ®uHaHChI 1 cTatuctuka, 2012. —
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24,

MeToaunyeckun gokymeHT. Mepbl 3aLmTbl MHOpMaLWK B rocyAapCTBEHHbIX MHOPMAaLMOHHbIX
cuctemax (yr8. PCTIK Poccumn 11.02.2014).

25.
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27.
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Abanma3zoB 3.M. MeTogbl U UHXEHEPHO — TEXHMYECKNE CpeacTBa NMPOTUBOAENCTBUS
MHpopmaumoHHbIM yrposam / O.M.Abanmasos. — M.: 'poTek, 1997.

Bacunesckuin .B. Cnocobbl 1 cpeacTBa NpeaoTBpaLLeHns yTeukn nHpopmaumm no
TexHunyeckum kaHanam / V1.B.Bacunesckuii. — M.: HINL "Henk", 1998.

38. | XopeB A.A., Cnoco6bl n cpegctea 31 / A.A.XopeB. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmMoHHas TexHonormusi. MeTtoagpl 1 cpeacTtea
obecneyeHuns 6esonacHocTu. Kputepmm oueHkn 6e30nacHOCTM MHEPOPMALMOHHBIX

36.

37.

39. TEXHONOrM», NPUHAT N BBeAeH B aencteue NoctaHoBneHnem locctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.
40 MCO/MBK 31000:2009 «YnpasneHue puckamu. MpuHumnel n HanpaeneHus», ISO Technical
" | Management Board Working Group, 2009.
a1 MCO/MBK 31100:2009 «YnpasneHue puckamu. Metoankm oueHkm puckar, ISO Technical
' | Management Board Working Group, 2009.
FOCT P UCO/M3BK 27005-2010 «NHdopmaumnoHHasn TexHonornda. MeTtoabl u cpeacrea
42 obecneyeHnst HpopMaLUnoHHON 6esonacHoCTU. MeHeaKMEHT pucka MHGOpMaLMOHHOW

DesonacHocTuy», yTBepKAEH 1 BBeAeH B Aencteue lNMpukasom PenepanbHOro areHTcTBa no
TEXHUYECKOMY perynnpoBanunto n metponorum ot 30 Hos6pst 2010 r. Ne 632-cT.

B) MHCpOPMALIMOHHbIE ANEKTPOHHO-06pa3oBaTeNbHblE pecypchl (0OduLnanbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBbC «YHuBepcuteTckas bubnumoTeka online»
OBC «3nekTpoHHasa 6ubnunoteka TexHnyeckoro BY3a» (3BC «KoHCynbTaHT cTygeHTay)
9BC IOPAUT
OnekTpoHHasa bubnunoTeka yyebHo-meToam4ecknx maTepuanos BIY. Pexum goctyna: http://iwww.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru

B|O|®(N|o g A W N

* BHavane ykasbiBaoTca OBC, ¢ koTopbiMv umeloTcs gorosopa y BIY, 3atem OTKpbiTble SMNEKTPOHHO-
obpaszoBaTernbHble pecypchl U T.4.

17. OGpas3oBaTesfibHble TEXHONOrMU, MpPUMEHSieMble MpPU NPOBEeAEHUN MNPAKTUKU U
MeToAuYecKMe yKasaHusa Ana oby4vyarowmxcs no npoxoXxgeHUI0 NPaKTUKn

HUP - camocTtosiTenbHoe uccnegoBaHue CTyAeHTa, OOPMIIEHHOE B BMAE HaY4YHOro
otyeTa. HUP aBnsaetcs ob6a3atenbHON YacTbio y4eOHOro nnaxa.

OcHoBHbIMM 3agadvamu HUP aensaoTcs:

1) gaTb BO3MOXHOCTb CTYAEHTY MPOBECTU CaMOCTOSTENbHOE Hay4yHOE MWCCrenoBaHue,
yrnyouTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM;

2) onpeanenuTb CNoCobHOCTb CTyAEeHTa BbIMNOMHATbL HAay4yHOE MCCreaoBaHME Ha YPOBHE,
COOTBETCTBYHOLLEM KBaNnukaumm.

HWUP copepxat cnegylowme OCHOBHbIE 4YacTu: BBeOEHUWE, TeOopusl, IKCMEPUMEHT,
pesynbTatbl, 0OCy)XgeHWe pe3ynbTaToB, BbIBOAbl, 3aKNiO4YeHMe, 3aMeYaHusl, CnMCcoK
nutepaTypbl. AHHOTaumss o6bemom He Bonee 0,5 cTpaHMUbl pacnonioXXeHa nocne TUTYIIbHOro
nnucta n npegwecteyet «CopepxaHuto». Cnncok ByKBEHHbIX 0BO3HaYeHUM U COKpaLLEeHUN
cnenyet 3a «CogepxxaHmemy. PUCyHkn n Tabnuubl pacnonaratTcs No TEKCTY MOCIE CCbINIOK Ha
Hux. PaboTy HeobxoouMMO HanmcaTb akKypaTHO, FPaMOTHbIM Hay4HbIM A3blkoM. KecTkune
TpeboBaHnsa Kk 06bemy paboTtbl OTCyTCTBYHOT. OPUEHTUPOBOYHO MOXHO MOCOBETOBATb OObEM
HWP B npegenax 30-50 ctpaHuy,.

OtyeT nO npakTuke [OMmKeH ObiTb W3MOXKEH TEeXHUYECKNM T[PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEPMUHOB U abbpeBuaTyp 6e3 opdorpadumyecknx u
rpaMmmaTmyeckmx owmnbok. MNpeacraBneHHbIN OTYET MO NPaKTUKE OLIEHMBAETCSA HA COOTBETCTBUE
WHpopmauun, npeacTaBneHHoM B OT4eTe, AaHHbIM U3 MHPOPMAaUMOHHBLIX pPecypcoB obLiero
poctyna cetn IHTepHeT, maTepmnanos Nekunn, y4ebHom 1 TEXHUYECKON nNuTepaTypbl.

CTpyKkTypa oTyeTa no npakTmke


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

1. OT4eT NO NpaKkTUKe AOSHKEH BKMOYaTb TUTYMNbHbBIA JIUCT, COAEpXaHwe, BBeAEHWe,
OonucaHne TeopeTUYECKUX W MNPaKTUYECKUX acneKkTOB BbINOMHEHHOW paboTbl, 3akryeHue,
CMMCOK MCMNOMb30BaHHbIX MCTOYHUKOB, MPUIOXKEHNS.

2. Ha TutynbHOM nucTte aofmkHa 6biTb NpeacTaBneHa Tema NpakTuky, rpynna n damunums
CTyAEeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOpPOro BbIMOMHANAChk MNpakTuka, damunusa
pyKoBOAUTENS.

3. Bo BBeaeHWM CTyAeHThbl AOMMKHbI AaTb KpaTKoe onMcaHune 3agadn, peliaemMon B paMkax
NPaKTUKN.

4. B OCHOBHOM 4acCTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHue npoaenaHHom
TeopeTn4ecKon n (Unn) npakTMyeckon paboTbl, BKNOYasa onucaHne n 06ocHoBaHMe BblGpaHHbIX
peLLeHni, onucaHme nporpamm u T.4.

5. B 3akntoueHnn gaeTcsa KpaTkasd XapakTepucTuka npogenaHHon paboTbl, U NpUBOaATCS
€ee OCHOBHblE pe3yrnbTaTbl.

6. B npunoxeHuax NpuBOASATCHA HenocpencTBEHHble pesynbTaTbl pa3paboTKu: TeKCTbl
nporpamm, rpacdumkn 1 guarpaMmmebl, n 1.4.

TpeboBaHus kK 0popMneHNo oTyeTa

1. OT4eT ohopmnsaeTcsa B ne4aTHOM Buae, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT OTYeTa BbINOSHAETCA WpndTom 14 NyHKTOB, C MHTepBasiom 1,5 mexay
cTpokamu. TekcT pasbuBaeTca Ha absaubl, Kaxabli M3 KOTOPbIX BKOYaeT OTCTyn U
BblpaBHMBAHME MO LLUMPUHE.

3. TekCT B NpUMOXeHUAX MOXET ObITb BbINOSIHEH Bonee MenNknm LWpndToMm.

4. OtyeT pasbuBaeTcsa Ha rnasbl, NYHKTbl W MNOAMYHKTbI, BKOYaKOWME AOECATUYHYIO
HyMepaumio.

5. PucyHku v Tabnuubl B 0TYeTE AOSMKHbI UMETb OTAESTbHYI0 HYMepauuio U Ha3BaHus.

6. Becb oT4yeT gormkeH OblTb OhopMNeH B eQUHOM CTUME: Be3ae B OTYeTe 4115 3arosioBKOB
OLHOrO YPOBHS, OCHOBHOIO TEKCTa U Nognucen SOSMKEH NCNoSb30BaTbCA OOUHAKOBbIN LWPUAT.

7.CTpaHuubl OTYeTa HYMEpYKTCs, HayMHas C TUTynbHOro nucta. Homepa ctpaHuy
NpOCTaBNATCA B NPAaBOM BEPXHEM Yrny AN BCEro otyeTa KpoOMe TUTYNBHOro nucTa.

8. CogepxaHune oTyeTa OOSMKHO BKIIOMaTb NepeyvyeHb BCEX rNaB, MYHKTOB M NOAMNYHKTOB, C
yKasaHMeM HoOMepa CTpaHuLbl AN KaX40ro afieMeHTa cogepKaHus.

9. CcblikM Ha nutepaTypy M OpyrMe MCNosib30BaHHbIE WCTOYHWKM OGOPMIISIOTCA B
OCHOBHOM TEKCTe, @ CaMu UCTOYHMKN NEPEYNCSIOTCA B CMIMCKE UCMOMb30BaHHbBIX MCTOYHMKOB.

10. O6bem oT4eTa MO NpakTUKe AosmKeH ObiTb He MeHee 30 cTpaHuu,.

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHusepcumemckas mnowads, 0.1, enagHbil y4ebHbid kopryc, ayd.214
KomnbtoTep B coctaBe (16 wr.): cuctemubin 6rnok: npoueccop Intel(R) Core(TM) i5, onepaTtuBHas
namatb 86, HDD 500I6; moHutop: LG FLATRON. MynbTumeananpoektop BenQ. GkpaH HacTeHHbIN
ansa npoektopa. Ayamo konoHku Creative A60. KommyTtatop.

2. BopoHex, yn. YHusepcumemckas nnowads, 8.1, y4ebHbit kopnyc 16, ayd.407
KomnbtoTep B coctaBe (16 wr.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHada namsatb 16 6, SSD 256 6, HDD 1T6, suaeokapta NVIDIA GeForce GTX 1080 Ti;
moHuTop DELL S2419HN. KomnbloTep B coctaBe (1 wT.): npoueccop Intel(R) Core(TM) i7-7800X
CPU @ 3.50GHz, onepaTtusHada namate 96 6, SSD 1T6, HDD 4T6, sugeokapta NVIDIA GeForce
RTX 2080 Ti (2 wrt.); moHutop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanns APC Back-UPS
BV1000I-GR, line-interactive, mowHocTb:1000BA, 600BT (16 wr.). WcTouHuk 6GecnepeboriHoro
nutanusa Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). NHTepakTnBHaa gocka SMART SBM685 (87 awownmos, O SMART
SLS) ¢ naccmBHbIM noTkoMm. lMpoektop Vivitek DH758UST (ynbTpakopoTtkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHasa nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas rriowads, 0.1, anasHbit y4ebHbit kopriyc, ayo. 124
KomnbtoTep B coctaBe (17 wr.): cucteMHbin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHaa namate 326, HDD 1T6, SSD 25616, Bugeokapta NVIDIA GeForce GTX
1050; wmoHutop: Dell S2419H. WHTepaktuBHas pgocka SMART SBM685 (87 aronmos).




MynbTumegnanpoektop Vivitek ynbTpakopoTkodhoKyCHbIM. WNCTOYHUK GecnepebonHOoro nuTaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrt.). AcTtouHuk 6ecnepebornHoro nutaHus Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas riowads, 0.1, 2nasHbil y4ebHbiu kopryc, ayd.226
Mono6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepaTtnBHas namatb 86,
SSD 250I6. Mynbtumegunanpoektop Epson. Ayamo konoHku EV (2 wT.). MukpodoH. OkpaH ans
npoektopa. MapkepHble naHenu Askell (2 wT.).

2. BopoHex, yn. YHusepcumemckas rnnowads, 0.1, y4ebHsit kopryc 16, ayd.406
YyebHbit cmeHd "lpoepammHbie cpedcmea kpurnmoepaguu”, SCRYPTO B cocTase:
Kapkac MoHoGMoKa (1 WT.); MHTErPUPOBAHHLIN BbIMUCIANTENDBHBIN Y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: aBa sigpa ¢ TaktoBown 4Yactotom 2700 My, O3Y: o6vém 4 6 Tvn DDR-3, TBEpAOTENDbHbLIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHuMst mowHocTbio 300 BT, 2 ceTeBbiXx UHTepdenca
GigabitEthernet; nepekniovatens KBM-tuna D-Link (1 wTt.); HeynpaBnsembin kommyTtaTop D-Link (1
WT.); MOAYSb MUTaHMWs, KOHTPONS M MHTerpauumn cteHga B obuyto nadopatopumio (1 WT.); MOHUTOP
Philips(1 wrT.); kOMNNekT koHconu pabodvero mecta obyyaemoro (1 LWT.) B cOCTaBe: knaBuaTtypa
Oklick, wmbiwb Oklick; komnnekt y4yebHo-meTogudeckux nocobun (1 K-T.); cCTaTUCTUYECKOe
nporpaMmHoe obecnedveHne ynpasreHus mogynem nutaHusa (1 wr.); naw-aAncKk BOCCTaHOBMEHMUS
OC Ha wuHTerpmpoBaHHbix [MK (3 wTt.) ¢ onepaumoHHoM cuctemon ArchLinux; donaw-gmck
MynbTUMEAUNHOro MEeTOAMYECKOro Nocobus (1 WT.); rpynna KOMMYTaLWOHHbIX MOPTOB (2 LWT.).
Tunosou komrnekm y4ebHoz2o obopydosaHus "Cemesas b6e3onacHocmb", SECURITY B cocTase:
yrnpaBfsgembln KOMMyTaTop TpeTbero ypoBHsS D-Link (1 wrt.); ynpaBnsiembiii KOMMyTaTtop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOWCTBA JokansHon cetn (1 wrT.);
HeynpaBnsembli kommyTtatop D-Link (2 wr.); mapwpyTtudatop 6ecnposogHon D-Link (2 wrT.);
OpaHgmaysp D-Link (2 wrt.); mMoaynb nNUTaHWUA, KOHTPONSI W WHTErpauum creHga B oO6Llyto
na6opatopuio (1 WT.); KOMMyTauMoHHasa naHenb (1 WT.); BBIMUCIUTENDBHBIN y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sgpa ¢ TaktoBom yactotonm 2700 Mruy, O3Y: o6vém 4 6 Tvn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6nok nutaHna mowHocTeto 300 BT, 2 ceTeBbIX
nHTepdenca GigabitEthernet, 1 6GecnpoBogHo ceTeBoW WHTepeENc; MOHOGMOK (1  wWT.);
cTaTUCTMYeCKoe nporpammHoe obecrneyeHne ynpaBneHUs MogynemMm MUTaHWsi, KOHTpomns U
nHTerpauuu (1 Wwr.); nporpammMmHas cucrema soccraHosnenns U-Profi (R) (4 donaw-gucka obbemom 8
) (1 wrt.); yanuuutens USB (4 wrt.); kabenb VGA (2 wrT.); naty-kopa (10 wT.); metoamnyeckoe
nocobwue (2 k-Ta.).
YuebHo-npakmuyeckul cmeHO «Cucmembl _KOHMposs u_ynpasneHus docmyrnomy, P3N-CKY[L B
coctase: mogesnb cTeHbl (1 wT.); HoyTOyK Lenovo (1 wrT.): akpaH ¢ gnaroHanbio 15.6" (paspewleHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel gBa sapa c
TakToBon yactotom 1,4 ITu, Beb-kamepa; ckaHep NUHENHbIX U OBYMEpPHbIX LWTPUX-kogoB (1 wr.);
ceetoanoq (1 wrT.); anekTpomexaHumdeckun 3amok (1 wr.); ceteBon koHTponnep CKY[M (2 wrt.);
MyNbTUMELNNHbIA TEPMUHAN MHOrO(aKTOPHOW MAEHTUMMKALMKN, B TOM Y1Cre pacno3HasaHune nuy (1
LUT.); HaCTONMbHOE YCTPOMCTBO YTEHWS W 3anuMcu cMapT-kapT (1 LWT.); KOHTaKTHas cmapT-kapTa C
ob6bémom namaTn 256 6ant (5 wrt.); USB kntod tmn e-token (1 wrt.); komnnekT MO n koHBepTOp (1
WT.); nporpammartop kapT Mifare HacTonbHbIN (1 WT.); cynTbIBaTEND 6ECKOHTAKTHBLIX KAapT Em-Marine
(1 wT.); cuntbiBaTENbL GECKOHTAKTHbIX KapT Mifare (1 wrT.); cmapT-kapta Tvn Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wT.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4yen Touch-
Memory (1 wrT.); Mogynb cornacoBaHns uHTepdencos (1 WT.); dSNeKTpOMarHUTHbIN 3aMokK (1 WT.);
cuntbiBaTenb kniovern TouchMemory (1 wrt.); ceteBon koHTponnep TouchMemory (1 wT.); 6nok
nutanusa (1 WwT.); nporpamMmma pacno3HaBaHUsi aBTOMOBUNbHLIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wr.); IP-kamepa (1 wT.); KOMMyTaTOp Heynpasnsembld D-Link (1 wrT.);
MOAyMNb MUTaHWSA, KOHTPONA W WHTerpauum Komnnekta B obwyw nabopatopuo (1 wrT.);
CTaTUCTMYECKoe nporpammHoe obecrneyeHne ynpaBneHUs MoJynemM MUTaHWs, KOHTpOns U
nHTerpauuu (1 WwT.); NporpamMmMHbIN aMynaTop umandecknx o6bekToB goctyna (1 wr.); metTognyeckoe
nocobwue (2 wr.).

19. OueHo4HbIe cpeacTBa AN NPOBeAEHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTauum
obyyaroLwmxcs no npakTuke



HanmeHoBaHue Uupukatop(bl)
Ne | paspena aucumnnmHbI K°"L'|';'I‘(e;§"" AOCTVKEHMS Ouenounkle cpencTsa
(moayns) u KoMneTeHLu1u
OpzaHu3ayuoHHO-
1. rnodzomosumeribHbili OnkK-2.1 OrK-2.1.2 OT4eT No npakTuke.
amarn
glaquo- 5 OrnK-2.1 OnK-2.1.3
uccriedoeameribCKuli
sman OriK-2.2.2
5 OrlK-2.2 ONK2.23 OTyYeT No nMpakTuKe. 3alnTa oTYeTa no
) M NnpakTuke.
OrK-2.3.2
OriK-2.3
OriK-2.3.3
Oman 8binonHeHus1 OnK-2.2 OnK-2.2.1
uccriedoeameribCKUX OtyeT no npaktuke. 3awmuta oTyeTa no
3. pabom no OnK-2.3 OrK-2.3.2 npaKTuKe.
UHOUBUByansHOMY rinaHy ' OrK-2.3.3
4 OgbopmneHue omyéma o OlK-2.1 OlK-2.1.2 o
. umozam npakmuKu ONK-2 2 ONK=22.4 TYET MO NpaKTuKe.
[MpomexyTo4yHas aTTecTauns
. WHaomBmnayanbHoe 3ajaHue
dopmMa KOHTPOMs — 3a4eT C OLLeHKON

20. TunoBble OLEHOYHble cpeaAcTBa M MeToAuYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKyLLMn KOHTPOIb yCNeBaeMoOCTH
KoHTponb ycneBaemocTv Mo AUCUUNIIMHE OCYLLEeCTBNAETCHA C MOMOLLbIO CReaytoLmnX OLEeHOYHbIX
CpencTs:
MuausmngyanbeHble 3agaHus

MepeveHb MHANBMAYANbHbIX 3ag4aHn

[lepeyeHb uHOUBUQyarsibHbIX 3adaHul
MpoBecTn aHanua NOCTaBNEHHOW 3aJadn C TOYKM 3peHust obecneyeHns makcumanbHO 3EKTUBHON
3aWnTbl MHOpMaUMM B MHAPACTPYKTYpe opraHu3auum (paccMoOTpeTb TEOpeTMYEeCcKMe acnekTbl, Ha
OCHOBaHWM aHanu3a NocTpouTb Moaenb 6e3onacHoCTy).

1. ABTOMaTM3MpOBaHHas cMCTEMa B 3aLUULLEHHOM WCMOSIHEHUW OpraHu3aumy (Unuv npeanpusaTus
no6on hopmMbl COGCTBEHHOCTHN).

2. AHanns ys3BMMOCTEN WM OpraHM3auus 3awmTbl MHpopMauMM B JNOKarnbHOW CETUM OpraHusaumm
(vnn npegnpusaTua ntobon opMbl COGCTBEHHOCTK).

3. AHann3 yssBuMocTen U 3EKTUBHOCTM CpeactB M cnocoboB 3awuTbl mMHGOpMauun B
aBTOMAaTM3MPOBAHHOWN CUCTEME OpraHu3aumm (Mnu npegnpuaTna Ndon GopMbl COGCTBEHHOCTK).

4. IHCTpyMEHTanbHbIi MOHUTOPVHI 3aLMLLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbl OpraHu3auum
(vnn npegnpusaTua ntobon PopMbl COGCTBEHHOCTH).

5. MHdbopmaumoHHaa cuctema nepcoHanbHbIX OaHHbIX opraHudauum (unu npeanpuaTtus nobon
dopmbl COBCTBEHHOCTH).

6. KomnnekcHas 3awwmrta uHdopMaLumm B fIOKanbHOW CETU opraHu3auun (unv npeanpuatua nobon
opMbl COBCTBEHHOCTM).

7. MopgroToBka Kk aTtTecTtauMnm MHAPOPMALNOHHONW CUCTEMbI MEPCOHAarbHbLIX OAHHbIX B OpraHusaumm
(vnn npegnpusaTUK Nto6on hopMbl COBCTBEHHOCTN).

8. COop ¥ aHanM3 UCXOOHbIX AaHHbIX AN NPOEKTUPOBAHWUS CUCTEMbI 3alMTbl MHOpMauum
opraHmsauum (unu npeanpuatusa nobdon dopmbl COGCTBEHHOCTH).

9. Cuctema KOHTPONSA W ynpaBneHus OOCTYNOM B OpraHusaumm (Mnv Ha npegnpusatum nobon
dopmbl CO6CTBEHHOCTN).

10. Cuctema ynpaBneHuss MWHMDOPMALMOHHON OGe30NacHOCTbD aBTOMATU3NMPOBAHHOW CUCTEMBI
opraHusauum (Mnv npegnpusatmsa Nobon popmMbl COGCTBEHHOCTN).

TpeboBaHUS K BbINONMHEHWNIO 3a4aHNI

lMpoBecT aHanM3 NOCTaBMEHHOM 3adadn C TOYKM 3peHuss OOecrneyvYeHus HaxoXOeHUs
3(PPEKTMBHOIO peLleHns onMpasiCb Ha CYLLECTBYIOLLYIO MHPACTPYKTYpYy OpraHusaumm (paccMoTpeTb
TeopeTMYEeCcKMe acnekTbl, Ha OCHOBaHUM aHann3a NoCTPOUTb MOLESb PELUEeHUs 1 T7.4.).




20.2 NMpomexyToyHasa aTrecTaums

MpomexyToyHas aTTecTaums No AUCUUMIMHE OCYLLLECTBMNSETCS C MOMOLLbIO CrieayoLwmx
OLIEHOYHbIX CPEACTB:

Omuem o rnpakKmuke

TeMmbl npoekmos

1. CpeagctBa obecnedyeHnss UHGOpMaUMOHHON  6e3omacHOCTM B KOPNOpaTUBHbIX
MHAOPMALMNOHHBIX CUCTEMAX
AnnapaTHble cpeacTBa obecnedeHns nHdpopmaLmMoHHoM 6e3onacHoOCTH
NHdopmaLmMOHHbIE YA3BUMOCTN OOBHEKTOB
MporpammHble cpeacTBa obecnedyeHns MHPopMaLNoHHON 6e3onacHoCTH
AHTpPOMNOreHHble NHPOPMALIMOHHBIE YA3BUMOCTHN
TexHoreHHble NHPOPMaLMOHHbIE YS3BUMOCTU
OpraHnsaunoHHO-NpaBoBble cpeacTBa obecnevyeHns NHpopmMaumoHHom 6e3onacHoCTm
Yrpo3bl MHPOPMaLMOHHON 6e30NacHOCTU U UX UCTOYHUKN
. OpraHusaunoHHo-aAMUHUCTPaTUBHbBIE CPeACTBa 3aLMTbl MHopMaumnm

10 OCHOBHbIE NPUYUHBI YTEYKM MHPOPMaLUN U BO3MOXHOCTU NPOTUBOAENCTBUS yTedKam
MHdopMaLuu.

11. Mepbl 3aMTbl NEPCOHANbHbLIX AAHHbLIX B MHAPOPMALMNOHHBLIX CUCTEMaxX NepCoHasibHbIX
AaHHbIX.

12. lNoarteepxaeHue NoANMMHHOCTN OB BHEKTOB N CYOBEKTOB MH(POPMALIMOHHON CUCTEMBI.

13. KoHTposib uenocTHOoCTN MHdopMauumn. Xaw-gyHKUUK, NPUHLUNBLI MCNOSTb30BaHNA X3LLU-
dyHKUM onst obecneyeHuns LenoCcTHOCTU OaHHbIX.

14. Yrposa HapyweHusa koHdpuaeHumanbHocTn. OcobeHHOCTM M npuMepbl peanusauuun
yrpossbil.

15. Yrpo3a HapylweHus uernocTHOCTU AaHHbIX. OCOBGEeHHOCTM K npumepbl peanu3auuun
yrpossbil.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobGeHHOCTM U npuMepbl
peanusauuu yrposbl.

17. Yrposa packpblTua napameTpoB cuctembl. OcoBeHHOCTM W npumepbl peanusauuu
yrpossbil.

18. OCHOBHble TUMbl NONMUTUKM BGe3onacHOCTM [OoCTyna K [AaHHbIM. [UCKpEeUWMOHHblE U
MaHAaTHbIE NOSIUTUKM.

19. TpeboBaHua K cuCTeMaMm KpunTorpacpuyeckonm 3awmTbl:  KpunTorpaduyeckue
TpeboBaHus, TpeboBaHUs HagexHocTun, TpeboBaHus no 3awute ot HC[, TpeboBaHus K
cpencTtBam paspaboTku.

20. ADMVHUCTPAaTMBHLIN YPOBEHb 3aWuTbl MHpOpMaunn. 3agaynm pasnnyHbIX YPOBHEN
yrnpaBneHus B pelieHun 3agadm obecneveHms MHOpMaLMOHHON 6e3onacHOCTH.

21. MNpouenypHbIn ypoBeHb obecneveHns BesonacHocTU. ABTOpu3auunsa nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnpukauma v ayteHTUduKkauusa npu Bxode B WHAPOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue napornbHbIX cxeM. HegocTaTku NaporbHbIX CXEM.

23. WpeHTnpukauma un ayrteHTudukauma nonb3osaTtenen. [lpuMeHeHuMe nporpamMmHo-
annapaTtHbIX CPeacTB ayTeHTUMMKaumm (CMmapT-KapTbl, TOKEHBbI).

24. buomeTpuyeckue cpeactea naeHTUduKaunum n ayteHTndukaumm nons3osaTenen.

25. AyTeHTudumKaumsa cyGbLEKTOB B pacnpenerneHHbIX cuctemax, npobnemsl N peLleHus.

26. AyauT B MHGOPMALMOHHBIX cuctemax. PyHKUMM U HasHavyeHne ayauTa, ero posib B
obecnevyeHnn NHPoOpMaLnoHHo 6e3onacHOCTH.

27. Bupycbl u metoabl 60pbbbl C HUMWU. AHTUBMPYCHbIE NMPOrpamMMbl U NakeThbl.

28. lNporpamMmMHo-annapaTHble  3awuTbl  UMHPOPMAUMOHHBLIX pecypcoB B  WHTepHer.
MexceTeBble 3KpaHbl, X PYHKLUNN U HA3HAYEHUS.

©CoNoOrwWN



29. Kputepun oueHkn ©6e30nacHOCTM KOMMbIOTEPHbIX cucteM. CTpykTypa TpeboBaHui
6esonacHocTu. Knaccbl 3almLLEeHHOCTMW.

30. EanHble kputepun 6e30nacHOCTU MHEOPMALMOHHBLIX TexHonornn. MNMoHsatue npodung
3awuTbl. CTPyKTYpa Npoduns 3awmTol.

31. EavHble kpuTepum 6Ge3onacHOCTM WHM(OPMALMOHHBIX TEXHONOrnn. MpoekT 3awmThbl.
TpeboBaHus 6e3onacHoCTH ((PyHKUMOHaNbHbIE TpeboBaHMA N TpeboBaHMA ageKBaTHOCTH).

32. lNoHATMe anekTpoHHOM umdpoBon nognucu. MNpouenypbl bopMUpoBaHUS LMPOBOM
noanmcu.

33. MeTogbl HecMMMeETpU4YHOro  WKngpoBaHusa. Mcnonb3oBaHMe  HECUMMETPUYHOIO
WwndpoBaHna ana obecnedyeHnss LEeNOCTHOCTU JaHHbIX.

34. Cpeactea obGecneveHns uvHdopmaumoHHon 6e3onacHocth B OC  Windows.
PasrpaHnyeHune goctyna k faHHbIM. [pynnoBas nonuTumka.

35. MNpumeHenne dannoson cuctembl NTFS pgns  obecneveHns MHGOpPMaLNOHHOM
6esonacHoctn B Windows. Cnucku KoOHTpons pgoctyna K AaHHbim (ACL) mx ponb B
pasrpaHnYeHnn oCcTyna K AaHHbIM.

36. NpumeHeHne cpeacte Windows ans  npegoTBpalleHus  yrpo3  packpbITUA
KOH(pmnaeHUmanbHOCTM AaHHbIX. LndpoBaHme aaHHbIX. yHKUMM 1 Ha3HaveHne EFS.

37. PasrpaHuyeHune goctyna k gaHHeim B OC cemenictea UNIX.

38. OcHOBHble 3Tanbl pas3paboTkM 3alMUEHHOW CUCTEMbI: onpeaeneHne nonuTUKK
B6es3onacHocTn, npoekTnposaHne mogenun UC, paspaboTtka koga VC, obecneyeHne rapaHTun
COOTBETCTBUA peanusaunn 3agaHHoON nonutuke 6e3onacHocCTu.

39. MpnymHbl  HapyweHuss  6e3onacHOCTM  WHopMauum npu  ee  obpaboTke
Kpyntorpadn4eckMmmn cpeacrTeamum.

40. MNMoHATME aTakm Ha cuctemMy WHgopMaumoHHonm ©esonacHocTn. OcobeHHOCTH
NOKanbHbIX aTak.

41. PacnpefgeneHHble MHGOPMaLMNOHHbIE CUCTEMBI. YpnaneHHblie aTaku Ha
MHGOPMALMOHHYIO CUCTEMY.

42. KaHanbl nepegayn AaHHbIX. YTeyka WHgopmauuu. ATakum Ha KaHanbl nepegayu
AaAHHbIX.

43. OnekTpoHHas noyTta. [Mpobnembl obecneyveHmnss 6e30MacHOCTM NOYTOBLIX CEPBUCOB U NX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, X PYHKUMM N Ha3HaYEHME.

45. CeTeBble BOWHbI: LenuW, 3afdayn, CcueHapum U CpeacTBa MX NpPOBeAEeHMs, OLeHKa
NepcnekTMB pasBuUTUSS U NPOTUBOAENCTBUS B KOHTEKCTE obecneyeHns MHEGOOPMaLMOHHOM
BGesonacHoOCTM rocygapcTaa.

46. CoumarnbHble CETU KaK MHCTPYMEHT OpraHmnsaLmm NnpoTecToB N « PEBOOLMI»: CMOCObbI
N cpeactsa BO3MYLLEHMSI COUMyMa, CLeHapun ocrabneHusi U CBEpPXXeHUs Bnactu, Mepbl
NPOTUBOLENCTBUNA B KOHTEKCTE obecnevyeHnsa nHpopmMaLmnoHHon 6e30nacHoOCTM rocyaapcTaa.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KITACCOB M TUMOB aTak Ha MHPOPMAaLMOHHbIE
WHO-CUCTEMBI:  Lenu, YactoTa aTak M BenuMuuHa yuwepboB OT uX peanu3aumm,
COOTBETCTBYHOLLASA
OLEeHKa PWUCKOB B AMHaMuke pas3Butusa cdepbl MHGpopMaumnmoHHon 6e3onacHOCTH, BbIBOAbI
OTHOCUTESTbHO ONAaCHOCTU U BO3MOXXHOCTEN NPOTUBOOENCTBUS.

48. AHann3 n noprotoBka 0630opa Hay4YHO-TEXHUYECKMX MaTepuarnioB No reTeporeHHbIM
CeTsM B KOHTEKCTe obecneyeHus nx 6e3onacHoCTMm.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopum BEeTBALLMXCSA MPOLECCOB Ha
aHanua pacnpocTpaHeHus BpeAOHOCHOro NporpaMMHoOro obecnevyeHms B ceTeBbIX CTPYKTypax.

50. Pa3Butne Hay4yHO-MeTOogMYeCcKoro obecneyeHmsi Teopum criydamHblx rpacoB Ha aHanms
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak M puck-mMogenupoBaHMe WX PasHOBWOHOCTEW B KOHTEKCTE
NPOTUBOOENCTBUS.



OueHka nNo npakTuKe BbICTABMSETCA PYKOBOOUTENEM MPaKTUKM OT kadeapbl HA OCHOBE
cogepxaHuna oTyeTa CTygeHTa, OT3blBa pyKoBOAUTENs OT NpeanpusaTud, BbICTYMNIEHUS C
npeseHTauMen n 0TBETOB Ha BOMPOCHI MO UTOraM NPaKTUKM.

OTtyeT NO npakTuke [JOofmkKeH OblTb M3MNOXEH TEXHUYECKM [PaMOTHbIM SA3bIKOM C
NPUMEHEHNEM PEKOMEHAOBAHHbIX TEPMUHOB W abbpeBuaTyp 6e3 opdorpadumyecknx u
rpaMmmaTmyeckmx owunbok. lMpu 3awmte oTyeTa MO MNpakTUKe OLEHMBAETCA COOTBETCTBUE
WHpopmauuKn, npeacTaBneHHoM B OT4yeTe, AaHHbIM U3 MHEOPMAaUMOHHBLIX PECYpcoB obLiero
aoctyna cet IHTepHeT, MmaTepuanos Nekumin, y4ebHOM 1 TEXHUYECKOW NnTepaTypbl.

KoHeuHbIMM pe3yrnbTaTamMm ocBoeHusa nporpammbl HAP gaensoTca cpopmupoBaHHbie
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BrnadeTb», pacnucaHHble MO OTAENbHbIM
komneteHumam. OHuM npeactaBneHbl B Tabnuue 10. dopmupoBaHME 3TUX OECKPUNTOPOB
npoucxogut B TevyeHMe Bcero nepuoga BbiNonHeHus HWP, B pamkax BbIMNOMAHEHUS
CaMoCTOATENbHOMW paboTbl BbINOMIHEHWM pa3NU4YHbIX BMAOB paboT Mo pPyKOBOACTBOM
pykosogutens HAP.

[na oueHkn geckpuntopoB komneTeHuun ucnonbdyetca 100 GannbHas wkana oueHoK.
[Ona onpegneneHns akTUYECKMX OLIEHOK KaXKaoro MokasaTens BbICTaBMSAKOTCA creayrowme
6annbl.

Onsa npeckpMnTopoB KaTeropmm «3HaTb»:

— TpeboBaHMsAM KpuTepus (OTBET MOMHbIA U MPaBUSIbHBIA HA OCHOBAHWW WM3YyYEHHbIX
TEOopun; Matepuan W3NOoXeH B ONpeaenieHHOM NOorMyeckom nocrnefoBaTesNibHOCTU, HayYHbIM
A3bIKOM; OTBeT camocTtoaTeNnbHbln — 85-100% oT MakcumanbHoro konundectso 6annos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepXalMin HEMNOSHbIA MpaBUIibHbIA OTBET WU OTBET, COAepXallunn
HEe3Ha4YUTENbHbIE HETOYHOCTU (OTBET [OCTATOYHO MOSHbIA M NPaBUSIbHBIN HA OCHOBaHWUK
N3yYeHHbIX MaTepuarnos, maTtepuan N3IOXEH B onpeaeneHHomn NOrNYecKomn
nocrniegoBaTenbHOCTU, NPU 3TOM AONYLWEHbI ABE-TPU HECYLLECTBEHHbIE OWWNOKK), 75-84% oT
MaKCMMarnbHOro KonuyecTtaa 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, cogepXalwuMh HEMNOSHbIA MpaBUnbHbIA OTBET WM OTBET, COAEepXalluu
3HauyuTemnbHblE HETOYHOCTU (MpW OTBETE AonyuwleHa CyWweCcTBEeHHas owwubka, unnm B OTBETE
cogepxutca 30 - 60% HeobOXoOuMbIX CBeOeHWUA, OTBET HecBA3HbIN) — 60-74 % oT
MaKCUMManbHOro KonnyecTea 6annoB; COOTBETCTBYET OLIEHKE - «yOOBIETBOPUTENBHOY;

— pesynbTaT, coaepXaliMi HENOSHbIN NPaBUIbHbIA OTBET (CTENEHb MOSTHOTbLI OTBETA —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CYyLLECTBY 3aJaHndA) Unn oTCyTCTBME OTBETA,
T.e. OTBET, He COOTBETCTBYWOLMA MNOMHOCTbIO TpeboBaHuam kputepuss, — 0 % oT
MakcumarnbHOro konudectsa 6annos. COOTBETCTBYET OLEHKE - «HEYAOBETBOPUTESTBHOY.

Ona peckpMnTopoB KaTeropumn «Ymetb» u «Bnagertb»:

— BbINOJSIHEHbI BCE TPEOOBAHMS K BbINOSTHEHMIO, HANUCaAHMIO N 3almUTe OTYeTa. YMEHue
(HaBbIK) ccopmmpoBaHo nonHocTbldo — 85-100% OT MakcMmanbHOro komnuyectsa 0Gannos.
CooTBETCTBYET OLEHKE - KOTIIUYHOY;

— BbINOJSIHEHbI OCHOBHbIE TPEOOBAHUSA K BbIMOMHEHUIO, OOOPMITEHNIO N 3alUUTe OTYeTa.
NmetoTca oTaenbHble 3aMeyaHnsa u HegocTaTku. YMeHue (HaBblk) ChOpMUPOBAHO AOCTAaTOYHO
NnosiHO — 75-84% OT MakcuManbHOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

— BbINOSIHEHbI 6a30BLIe TPebOBaHMS K BbIMOMHEHUIO, OOPMIIEHMIO M 3aLMTE OTYeTa.

MmetoTca OOCTaTOYHO CYLLEeCTBEHHble 3aMeyvaHusi U HefocTaTku, Tpebyuwme 3HaunTenbHbIX
3aTpaT BpEeMeHM Ha wucnpasneHne. YMeHue (HaBblk) COPMUMPOBAHO Ha MUHUMAIbHO
AonycTtnmMom ypoBHe — 60-74% OT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanuMcaHui W 3awuTte oTtyeTa. MMewTcsa MHOrouMcrieHHble CyLeCTBEHHble
3aMeyYaHus U HeJocTaTku, KOTopble He MOryT ObiTb UcnpaBreHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT makcumanbHoro konudectsa 6annoB. COOTBETCTBYET OLEHKe -
«HEeyaoBNETBOPUTENBHOY.



[ns atTecTtaumMu CTyOeHT NpeabsiBNsSeT OHEBHWK MPaKTUKW, 3aaHue pykoBoAWUTENs Ha
NPoOXoXAeHWEe MNpPaKkTUKM U odopMnsieT pesynbTaTbl MPakTUKA B BMAe OT4yeTa U FOTOBUT
BbICTYNNEHNE C Npe3eHTauunel No pesynbtataM NpPakTUKu.

[ns oueHnBaHWsa pe3ynbTaToB 00y4YeHMs Ha 3a4eTe C OLEHKOM ucnonb3yetcs 4-6annbHas
Lwana: «OTIIMYHO», KXOPOLLOY», KyA0BNETBOPUTENBHOY», KHEYAOBNETBOPUTENBHOY.
CooTHOLLIEHNE NoKa3aTenen, KpUTePUEB U LKasbl OLLEHMBAHUS pe3yrbTaToB 00y4YeHusl.

YpoBeHb
Kputepum oueHnBaHMsA KOMNeTEHLMNA CcHOPMMPOBAHHOCTU LLkana oueHok
KOMMEeTEeHLUMN
3HaTb: pe3ynbTaT, coAepXaliMili MOMHbIA MpPaBUIbHLIA OTBET, MOMHOCTbIO | [To8biWeHHbIlU ypOB8EHb Omnuy4Ho

COOTBETCTBYET TpeboBaHWAM KpuTepus (OTBET MOMHbLIA W MPaBUNbHBIN Ha
OCHOBAHMM W3YYEHHbIX TEOopW; MaTepuan W3NoXeH B ONpeaeneHHon
rniorn4eckon nocnenoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOATENbHbIN.

«YmeTb» n «BnageTtb»: BbIMONHeHbI Bce TpeboBaHWA K BbINOMHEHWIO,
HanucaHMWIo 1 3almTe oTyeTa.

3HaTb: pesynbTaT, CoAepXalliuMi HEMorHbI NPaBWMbHbLIM OTBET WX OTBET, ba3sosblili yposeHb Xopouwio
COAEepXalUMN He3HauuTerbHble HEeTOYHOCTU (OTBET AOCTATOMHO MOMHLIA ©
NpaBurbHbIM HA OCHOBaHWW M3y4YeHHbIX MaTepuarnoBs; MaTepuan W3NOoXeH B
onpefeneHHon NorMyeckon nocneaoBaTenbHOCTU, NMPU 9TOM AONyLLEHbl ABe-
TPWU HECYLLLECTBEHHbIE OLLUMOKM).

«YMmeTb» U «Bnagetb»: BbINOMHEHbI OCHOBHblE TPEOOBaHWA K BbIMOMHEHMWIO,
ocopmneHuto n 3awmte oTyeTa. VMeloTcA OTAeNbHble 3amMedvaHus Wt
HepgocTaTku. YMeHue (HaBblK) CHOPMMPOBAHO JOCTATOYHO MOJHO

3HaTb: pesynbTaT, CoAepXalliuMi HEMonHbIN NpaBWrbHbLIM OTBET WM OTBET, lMopoezoskiti yposeHs Y0osnemeopum
CcoAepxalumMn  3HauuTernbHble  HETOYHOCTM  (Npu  OTBeTe  AonylleHa €J1bHO
cyuiecTtBeHHasa owwnbka, unu B otBeTe cogepxutca 30 - 60% HeobGxoouMbIX
CcBeOEeHU, OTBET HECBA3HbIN)

«YmeTb» M «BnapeTb»: BbiMOMnHeHbl 6a3oBble TpebOBaHMS K BbIMOMHEHWIO,
ocopmneHnto n 3awmTe oT4yeTa. VMelTcA [OCTATOYHO CYLUECTBEHHble
3aMevaHuss U HepocTaTkv, Tpebylowme 3HauYWTenbHbIX 3aTpaT BPEMEHU Ha

ucnpasneHve.
3HaTb: pesynbTaT, CoAepXallMi HEMOSNHbIA MPaBWUMbHbBIN OTBET (CTEeneHb - Heydosnemsop
nonHoTbl otBeTa — meHee 30%), HenpaBUIbHbIA OTBET (OTBET HE MO CYLLECTBY umersibHo

3adaHusl) wnM  OTCyTCTBME OTBETa, T.e. OTBET, HEe COOTBETCTBYHLLUNA
MONHOCTb0 TPeBOBaHMSAM KpUTEPUS.

«YMeTb» 1 «BrnageTb»: TpeboBaHMs K HanMcaHuo 1 3awuTte oTyeTa. Mimetotes
MHOFOYMCIEHHbIE CYLLECTBEHHbIE 3aMe4yaHusi U HegocTaTku, KoTopble He
MOryT BbITb UCMPaBIEHbI.
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NPOBe/leHUsl IMAarHOCTHYECKUX padoT

Orl1K-2.1. CnocobeH paspabaTbiBaTb anropuTMbl, peanusylolime COBpPEMEHHbIE MaTemaTudeckme
MeToAbl 3amUTbl MHpOPMaLUN.
OlK-2.1.2 3HaeT TpeboBaHNss OCHOBHbIX CTaHAAPTOB MO 3aLUMUTE KOMMbIOTEPHBIX CUCTEM U CETEN
OlK-2.1.3 CnocobeH paspabaTbiBaTb, aHanuM3mpoBaTb W 0OOCHOBbIBATb a[4eKBaTHOCTb
MaTemMaTUYeCKUX Moenen MnpoLeccoB, BO3HMKAWOWMX Mpu  (PYHKUMOHMPOBAHMM MNPOrpamMMHO-
annapaTHbIX CPeaCTB 3aLnTbl MHpopMaumm

Or1K-2.2. CnocobeH paspabaTbiBaTb M aHanM3npoBaTb MaTtemMaTMdeckme Mogenn MexaHM3mMoB 3aLUUThbl
NHopMaLmn.

OrkK-2.2.1 MpumeHsaeT OCHOBHblE WHCTPYMEHTHI MoOenupoBaHus 3alUMLLIEHHbIX
aBTOMATU3NPOBAHHbLIX CUCTEM C Liefblo aHanns3a ux ys3BumMocTen

OlK-2.2.2 3HaeT KpuTepun 3PEPEKTUBHOCTU CUCTEM 3alUTbl MHPOPMaUUM B OOBEKTax
nHopmaTn3aumm Ha 6a3e KOMMbITEPHBIX CUCTEM

Ol1K-2.2.3 3HaeT OCHOBHbIE anropMTMbl KOAMPOBAHUA CXXaTUSA U BOCCTAaHOBEHUS MHopMaLmm

OlK-2.2.4 MNpoBoanT aHanu3 CpeacTB M anropyuTMOB NPOrPaMMHON0 CXaTust AaHHbIX Ha npegmeT
cooTBeTCTBUA TpeboBaHMAM 3awmnTbl NHOPMaLN



OrllK-2.3. CnocobeH NpoBOAWTbL CpPaBHUTENbHbLIA aHanM3 W OCYLWEecTBNSATb OOOCHOBaHHbLIA BbIOOpP
nNporpaMMHbIX U NpOorpaMMHoO-annapaTHbIX CPeACTB 3alnTbl MHPOPMaLMKM C Y4ETOM peanv3oBaHHbIX B
HUX MaTeMaTUYECKNX METOO0B.

OrllK-2.3.2 TlpuMeHsieT OCHOBHble MeTOoAbl WMHCTPYMEHTANbHOrO aHanmMsa CcpeactB  3aliuTbl
WHdopmMaLunn

OrllK-2.3.3 TpoBoguT oueHKY 3ddEKTUBHOCTU MNPOrpamMMHbIX, MNpPOrpamMMHO-annapaTHbiX W
TEXHUYECKMUX CPeaACcTB, NOACUCTEM 3aLUUTbl MHpOpMaLK

Bonpocbl ¢ BapuaHTaMmu OTBETOB
1. OndpcbepeHumanbHbIi KpUNToaHann3 oTHOCUMTCS K aTakam:
a) Ha ocHose wndpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
¢) Ha ocHoBe nogo6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NOAOOPaAHHOIO OTKPLITOrO TeKCcTa
2. Cnocob6 3awmTbl MHopMaL MK, NpY KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyxaeHne OTHOCUTENbHO
OEATENbHOCTN N HaMEPEHWUIA:
1. kognpoBaHue
2. kpuntorpadus
3. ynpasrieHue
4. MacKMpoOBKa*
3. [lepeyuncnure BMabl 3NEKTPOHHON Noanucu:
a) npocTas, CroXxHasi, KOMOMHMPOBaHHas;
6) npocTas, kBanunumMpoBaHHas, CroXHasi;
8) npocmasi, keanughuyuposaHHasi, HekeanuguyupoeaHHasl.
4. NpeHTudukaums aTo:
a) npouecc NpeabsBreHns nonb3oBaTenem naeHTngukaTopa;
6) npouecc NoATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npeodbsiesIsieMbix UOeHMuguKamopoe C [epeyHeM [PUCBOEHHbIX
udeHmughukamopoe.
5. Kakyto ponb urpatoT LEeHTpbl cepTudmnkaumm Knoven:
a) OHM WurpalwT poSib AOBEPEHHOM TpeTben CTOPOHblI ANs [oKasblBaHusA hakTa nepegaydv
nHdopmaumu;
6) OHu cnyxam Onss pesucmpayuu aboHeHmMoOe, uU320MOBJIEHUsI cepmuguKkamos
OMKPbIMbIX KJIIOYel, XpaHeHuUsi U320MOeJieHHbIX cepmugukamos, mnoddepkaHus
8 akmyaslbHOM COCMOSIHUU CrpasoYyHuUKa delicmeyrouwux cepmugukamose U eblrnycKa
crucka ocpo4YHO OMo38aHHbIX cepmughukamos;
6. Mogenamu Tna «4epHbIN ALLWK» ABMSOTCS
a. Mogenu mbilwneHus
b. Mogenu, onuceiBawoLwme 3aBUCMMOCTb MapaMeTpoOB COCTOSHUSA oObObekTa OT BXOAHbIX
napameTpoB
c. Mogenun, onucbiBawlMe BXOAHbIe U BbIXOAHbIE MapamMeTpbl obbekTta 6e3 yverta
BHYTPEHHEMN CTPYKTYpbl 00beKkTa
d. Mogenu «aBapuiHOro» siLukKa Ha camoreTax
7. Mopenamu Tuna «6enbii AWKK» SBNAKTCS
a. Mogenu mbilwneHus
b. Mogenu, onucbiBarowme 3aBUCUMOCTb NapaMeTPOB COCTOSAHUA OO0bLEKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onuceiBaloLmne BXOAHbIE U BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06bekTa
d. Mogenu, onucbiBaroLme BbIXO4HbIE A4aHHbIE B NporpammMe
8. YcTtaHoBUTE COOTBETCTBUE
1. MNMonHbIM B3rIOM
2. mobanbHasa geaykuunsa
3. YactnyHasa geaykuus
4. NHdbopmaumoHHas geaykumna
1. KpUNTOaHaNUTUK pa3pabaTbiBaeT (PYHKLUMOHANbHbLIN 3KBMBANEHT UCCReQyemMoro anroputma,
Nno3BonALLMIA 3aMdpoBbIBaTh U paclundpoBbiBaTb MHGOPMaLUIO 63 3HaHUA Knko4a.
2. KpUNTOaAHaNUTKKY yaaeTcs pacwmndpoBaTbh UNn 3angpoBaTb HEKOTOPbIE COOOLLEHUS.



3. KpMNTOaHaNUTUK N3BIieKaeT CEKPETHbIN KoY.
4. KpUNTOAHANUTUK NONy4YaeT HEKOTOPYO MHApOpMaLMO 06 OTKPbITOM TEKCTE UMK KIHOYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakne 13 nepeumncneHHblx kKnbepyrpos sBNsATCA KMoYeBbiMM Ha Gnvkanwee Gyayuwee? Boibepute
BCE NpaBWsbHble OTBEThI.
— YcrpownctBa loT Kak nnowaaka gns peanuMsaumm atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexon kKnéepnpecTynHMKOB Ha CEPBUCHYI MoAerb)
— [lporpaMmbi-LLNNOHBI
— «[lpuspakn wuHTepHeTa npowsoro» (yrpo3bl OT YycCTapeBLIero MNporpaMMHOro u
nporpaMMHo-annapaTHoro o6ecne4yeHns, KOTopoe HaxoAUTCA B UHTEPHeTe)
— [porpammbl-manHepsbl
—  CKUMMWHI
10. YTo Takoe HecaHKUMOHMPOBAHHLIN JOCTYN (HCA)?
1) flocTyn cy6beKkTa K 06beKTy B HapyLleHue YCTaHOBNEHHbIX B CUCTeMe npaBui
pasrpaHuyeHus gocTtyna
2) CosgaHune pesepBHbIX KOMUI B OpraHnsauumn
3) MpaBnna v nonoXxeHwusi, BbipaboTaHHbIE B OpraHn3aumm ans o6xoaa naponbHOM 3almThbl
4) Bxopg B cuctemy 6e3 cornacoBaHunsi C pykoBoguTenem opraHmsaunm
5) YoaneHue He HyXHOW nHopmaumm
11. B yem 3akroyaeTcs OCHOBHas nNpuyMHa notepb MHgpopmaumm, cesasaHHon c MNK?
1) ¢ rmo6anbHbIM X1WweHnemM nHdopmaunn
2) Cc NosiIBNEHNEM MHTEpPHETA
3) c HegocTaTO4YHOM O06pPa30BaHHOCTLIO B 0O6nacTn 6e3onacHoOCTU
12. MNpoTokonMpoBaHWe n ayguT MOryT UCNONb30BaTbCS ANS:
(1) npeaynpexaeHus HapyweHun b
(2) o6HapyxeHUA HapyLUeHnn
(3) BOCCTaHOBNEHUA pexuma UB
13. AyTeHTUdUKauMa Ha OCHOBE Napons, NepeaaHHOro No CetTu B OTKPbITOM BuAe, nfoxa, NoTOMy YTO
He obecneunBaeT 3aLmThbl OT:
(1) nepexBaTa
(2) BOCNpOM3BeaeHus
(3) aTak Ha BOCTYNHOCTb
14. BupTyanbHas peanbHOCTb NogpasymeBaer ...
A. co3pgaHHbIN TeXHUYeCKMMM cpeacTBaMu MUp, NepefaBaeMblii 4enoBeKy 4Yepe3 ero
oLlyLeHUs: 3peHue, Crlyx, ocsi3aHue m np.
B. BupTyanbHble 06BHEKTbI, UHTErPUPOBAHHbLIE B BOCMPUATUE NONb30BaTENs, Kak YacTb pearbHOn
OKpY>KatoLLer KapTHbI MUpa B peXnume peanibHoro BpeMeHMU.
C. obbegmHeHne pearnbHOro 1 BUpTyanbHOrO0 MUPOB 4S5 CO30aHNSA HOBbIX OKPY>KEHUIN U
BU3yanuaauumn, rae pusnyeckmi n LnpoBon 06bLEKTbI COCYLLIECTBYIOT U B3aUMOLENCTBYIOT B
peanbHOM BPEMEHMW.
D. cosgaHue BMpTyanbHOro uMdpoBOoro cLeHapus Ang BocnponsseneHna Ha nobom meana-
YCTPOMUCTBE.
15. Kakne TexHn4yeckue cpeactaa MoryT 6biTb MCNOMb30BaHbI AN1S JoKa3aTenbCTBa BUHbLI YernoBeka?
(1) xypHans! goctyna
(2) GuomeTpuUecKue KnUmn
(3) BMAeoHabnogeHve

Bonpocbl ¢ TEKCTOBLIM OTBETOM

1. CBepTOYHOE KOOUPOBaHNE

OTBeT: [pn CBEPTOMHOM KOAMPOBaHUM Npeobpa3oBaHne MHMPOPMAaLMOHHbBIX NOCNeAoBaTENbHOCTEN
B BbIXOAHbIE M KOOOBblE MPOUCXOAUT HenpepbiBHO. Kogep OBOWYHOrO CBEPTOYHOIO KOAA COOEPXUT
CABUraloLLMi perncTp u3 m paspsaoB M cymmaTopbl N0 Mogynto 2 Ans obpasoBaHmsi KOAOBbLIX CUMBOJIOB
B BbIXOOHOW nocriegoBaTenbHOCTU. Bxoabl cymMmaTopoB coefuHEeHbl ¢ onpefenéHHbIMW paspsgamu
perncrtpa. KommytaTtop Ha BbIxode ycTaHaBnvMBaeT 04epedHOCTb MOChISKU KO4OBbIX CUMBOSOB B KaHan
CBA3MU.



2. [1ns Kakoro UCTOYHMKA OTKPbITbIX TEKCTOB BEPOSATHOCTU NOsSIBNEHUS K -rpaMm B TEKCTe 3aBUCAT
OT UX MecTa B TekcTe?

OTtBeT HectaumoHapHbIN

3. Kakaga kpuntoaTaka OCHOBaHa Ha 3HaHWW OTKPbLITOro TEKCTa ANSA CnydYanHbIX (pparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosiCHUTE NPUHLMN TPUAHTyNaumum?

OTBeT: NOCTPOEHNE Ha MECTHOCTM CUCTEMbI MYHKTOB, 0O6pa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaeTcs agpdekt Jonnepa?
OTBeT: N3MeHeHne AJIMHbI BOSHbI U3MYyYeHUSA OT UCTOYHMKA 40 NPUEMHMKA.

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINOMHEHNS 3a4aHU UCNonb3yeTcsa bannbHas wkana:

1) 3akpbITble 3agaHust (TECTOBbIE C BApUaHTaMM OTBETOB, CPEHUIN YPOBEHb CIOXHOCTK):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — yka3aH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHLIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPATKMM TEKCTOBbIM OTBETOM, MOBbILUEHHbIN YPOBEHb CIOXHOCTH):
— 2 6anna — yka3aH BEpHbI OTBET;
— 0 6annoB — yka3aH HeBEpPHbI OTBET (MOTHOCTBLIO UMW YACTUYHO HEBEPHbIN).

3apaHua pasgena 20.3 peKkoMeHAYHTCS K UCMONb30BaHUIO NPU NpoBeAEHUN ANarHOCTUYECKUX
paboT C Lenbl OLEHKU OCTaTOYHbIX Pe3yNbTaTOB OCBOEHUSA OAaHHOW OUCLMMIMHBLI (3HaHWUM,
YMEeHWUH, HaBbIKOB).



